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Abstract

The resourcemanagers(e.g.,batchqueueschedulers)usedat many parallelanddistributedcomputingcenters

canbecomplicatedsystemsfor theaverageuser. A largenumberof command-lineoptions,environmentvariables,

andsite-specificconfigurationparameterscanbeoverwhelming.Therefore,we have developeda simpleWeb-based

interface,calledPBSWeb, to the PortableBatchSystem(PBS),which is our local resourcemanagersystem. By

usinga Webbrowserandserver softwareinfrastructure,PBSWebsupportsboth local andremoteusers,maintainsa

historyof pastjob parameters,andhidesmuchof thecomplexities of theunderlyingscheduler. Thearchitectureand

implementationtechniquesusedin PBSWebcanbeappliedto otherresourcemanagers.

Sinceour first descriptionof thePBSWebproject[7], we have completelyre-implementedthesystemto address

threeimportantdeficiencies:

1. Insteadof usingthefilesystemto managejob histories,we arenow usingthePostgreSQLrelationalDBMS to

improve historyqueriesandreliability.

2. Insteadof clear text socket connections,we areusing the ApacheWeb server with SecureSocket Layer to

improve thesecurityof communicationsbetweenbrowserandserver.

3. Insteadof usingPerlandraw HTML documents,weareusingthePHPserver-sidescriptinglanguageto access

thePostgreSQLdatabase,to manageusersessions,andto createdynamicWebpages.

Wedescribethesecurityandhistorymanagementbenefitsof thenew PBSWeb.
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1 Introduction

The PBSWeb front-endto the PortableBatchSystem(PBS)[10] is designedto simplify the commontasksof sub-

mitting to, andmonitoringjobson, batchscheduledhigh-performancecomputing(HPC)systems[7]. Following the

principle of “simplify the commoncases”,PBSWeb providesa Web-basedpoint-and-clickgraphicaluserinterface

(GUI) to thepowerful, but complicated,command-lineinterfaceof PBS.

More fundamentally, thereis the needfor a moreunifiedandfriendly approachto how computationalscientists

interactwith HPCresourceproviders(RP).Currently, theprocessof submitting,monitoring,andre-submittingjobs

to anRPrequiresknowledgeof many differentpiecesof technology. For example,in thecontext of theMultimedia

AdvancedComputationalInfrastructure(MACI) project[8], usingourHPCsystemsrequiresat leastsomeknowledge

of Unix commands,a text editor (for scripts),eitherftp or securecopy (for datatransfers),andbatchscheduler

commands.Althoughthepower useror codedeveloperneedsexpertisein theseareas,whataboutthecomputational

scientistwho justusesexistingapplicationsto runa seriesof experimentson theHPCsystem?

PBSWebstrivesto provide a unifiedenvironmentin which all of thescientist’s interactionswith theHPCsystem

canbedonevia a singleWeb-basedsystem.As describedin our previouspaper, PBSWeb canalsocanbe accessed

from any computerandoperatingsystemwith a browser (i.e., practicallyany system). The userdoesnot have to

log ontothesystem(in theUnix sense),edit raw scripts,move datafiles via thecommandline, or readcopiousman

pages.Mostof thebasicfunctionalityof PBSWebwasimplementedduringtheSummerof 2000in aprototypesystem.

However, therewere(andare)a numberof deficienciesin PBSWebthatneededto beaddressed.

Recently, PBSWebhasbeenre-implementedusingnew Webtechnologiesto addresstheissuesof:

1. Moreconvenientmanagementof experiments.

2. Secureaccessto a remoteresourceprovider.

3. DynamicWebpagesto providemorefunctionality.

In a typicalworkgroup,asmallnumberof developersmaywrite thecode(or install downloadedcode),but every-

onemustexecutetheapplications,whetherit is for testingor productionruns.In otherwords,runningapplicationsis

thecommoncase.Also, thesameapplicationis oftenrun with many differentparameters,andpossiblyby different
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membersof the sameworkgroup. Customizing,sharing,andrevision control of the job control scriptscanquickly

becomeunwieldy.

PBSWebnow usesarelationaldatabasemanagementsystem(DBMS) to storeandretrieveahistoryof job scripts.

Thesystemprovidesa job historydatabasesothatpreviousjob scriptscanbere-usedas-isor with smallchanges.In

theearlierversionof PBSWeb,theso-calledhistorydatabasewasa collectionof files in a directoryof thefilesystem.

The new approachwith the DBMS makesit easierfor several peopleto actively sharethe samePBSWeb account

without risking datacorruption. In the future, it will be possibleto supportmoresophisticatedquerieson the job

history.

The computationalresourcesof MACI are designedto be sharedby usersat different geographicallocations.

In practice,most researchersusethe resourcesat their homeinstitution becauseof the extra difficulties of using

remoteresources.The architectureof PBSWeb is designedto evolve andsupportthe emerging modelof wide-area

metacomputingwith remoteusers,transparentjob placementacrossmany differentRPs,andend-to-endworkflow

management.Oneimportantsteptowardsthoselargergoalsis to ensuresecureaccessto thePBSWebserversandthe

HPCsystems.A properproductionsystemrequiressecurity. Consequently, ourApacheWebserver for PBSWebnow

usestheSecureSocket Layer (SSL) to avoid sendingany sensitive dataor passwordsin cleartext. We usestandard

ApacheandSSLpackageswithoutany changes.

Lastly, we wantedtheWeb pagesof PBSWeb to bemoredynamicthanin thepreviousprototype.For example,

whena previousjob script is selectedfrom thehistorydatabase,therestof thepageshouldimmediatelyanddynam-

ically show theparametersof thejob script. Also, thesystemshouldtracktheuser’s sessionto provide morestateful

andcontext-sensitiveresponses.

1.1 Portable Batch System

One of the most basicand commontasksfor a userof an RP is submittinga job to the local resourcemanager.

AlthoughsystemssuchasthePortableBatchSystem(PBS)[10] andLoadSharingFacility (LSF) [9] automateCPU

andresourcescheduling,the many command-lineoptions,scriptableparameters,anddifferenttools presenta steep

learningcurve for thetypical user.

PBS is oneof a numberof differentbatchqueueschedulersfor processorresources.Resourcemanagersand
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schedulersaresoftwaresystemsthatallocateresourcesto differentuserrequests(i.e., jobs)while attemptingto max-

imize resourceutilization andminimizeinterferencebetweendifferentjobs. Individualuserssubmitjobsto PBS,the

schedulerenqueuesthe jobs of thevarioususers,andjobsareexecutedasthe requestedresourcesbecomeavailable

andaccordingto thejob’squeuepriority.

In part,PBSis a popularsystembecauseit is powerful, customizable,andit canbe downloadedfree of charge.

For example,theMACI project[8] usesPBSto managethreeSGI Origin 2000/3000multiprocessors(with a total of

176processors)at theUniversityof Alberta,anda clusterof Alpha-basedworkstations(with 130processors)at the

Universityof Calgary.

AlthoughPBShasmany technicalmerits,it canbea difficult systemto learnanduse. The systemconsistsof a

numberof differentprograms(e.g.,qsub, qstat, qdel, qhold, qalter), eachwith many differentcommand-

line optionsandconfigurationparameters.Furthermore,jobs(or runs)aresubmittedto thesystemin theform of a job

controlscriptcontainingper-job parameters.Eachrun requiresits own job controlscript,which leadsto theproblem

of how thevariousscriptscanbeeasilymodifiedandsharedbetweendifferentuserswith revisioncontrol.

xpbs andxpbsmon aretwo graphicaluserinterfaces(GUI) distributedwith PBS.AlthoughtheseGUI toolsare

easierto usethancommand-lineprograms,they donotaddresstheproblemof managingjob controlscriptsandsecure

remoteaccess.

1.2 Overview

We begin with a review of the PBSWeb architectureand how it is designedto supportremoteaccess,to provide

userauthentication,andto maintainjob controlscripthistories.A detaileddescriptionof thePBSWeb interfaceand

functionalityis followedby anoverview of how thePBSWebis implemented.SincePBSWebis partof a largerC3.ca

projectto improvethesharingof high-performancecomputingresources[4], wethendiscussthelonger-termgoalsof

theprojectandput it in context with relatedwork from othergroups.

Severalsectionsof this paperhave beenadaptedfrom our previouspaper[7] sincemany of the issuesandtech-

nologiesremainthesame.
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Figure1: PBSWeb: Architecture

2 PBSWeb

PBSWeb is intendedto simplify the taskof submittingjobs to RPsthatarecontrolledby a scheduler. It is assumed

thattheapplicationsourcecodeitself is alreadydevelopedandnow theuserwould like to run jobs. If theuseris only

runningexisting applicationcode,thenhedoesnot needto know anything aboutinteractive shellsor how to develop

code.PBSWebmakesit easyfor remoteusersto accessanRPwithouthaving to sharefilesystemsandwithouthaving

to log ontothesystemjust to submita job.

Theusers,thePBSWebserver, andtheresourceprovidersdonot haveto beat thesamelocation(Figure1). Users

from acrosscampusor acrossthecountrycanaccesstheresources.Furthermore,thesamePBSWebserver canserve

asa front-endto differentRPs. Our currentPBSWeb server cansubmit jobs to threedifferentcomputersbasedon

theuser’s choice.A futuregoal for PBSWeb is to have thesystemautomaticallyselectthemostappropriateor least

loadedsystemon which to run thejob.

To begin, anauthorizeduserconnectsto theWebserver. After supplyingavalid usernameandpassword,themain

pageis presented(Figure2). Sincethe interfaceis basedon Web pages,thereis no needto understandsite-specific

operatingsystemconfigurations.
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Figure2: PBSWeb: Main Page

To run a new application,theusermustfirst uploadthesourcecodethroughPBSWeb. To submita job usingan

existingapplication,theuserselectsthepreviouslyuploadedsourcecodefrom amenuandsubmitsthejob from aWeb

page.PBSWebsimplifiesthebuilding (i.e.,compiling)of theexecutablecodeon thetargetmachineandtheselection

of PBSparameterseitherbasedon theuser’shistory(comparableto commandhistoriesin Unix shellssuchastcsh)

or reasonablesystemdefaults.

Fourbasicfunctionsarecurrentlysupportedby PBSWeb:

1. Uploadsourcecodein a tarfile.

2. Compilesourcecodealreadyuploadedto PBSWeb.

3. Submita job to PBS(with PBSWebassistingin writing thejob script).

4. Checkon jobsin thePBSqueue(s).

We expectthatfunctions(3) and(4) will bethemostfrequentlyused.

To uploada tar file, a standardWeb browserfile selectoris usedto specifythe file (Figure3). By default, once

thetarfile is sentfrom thebrowserto thePBSWebserver, it is untaredandamake commandis issued.Theoutputis

reportedbackto theuser(Figure3). At this point, theusercanproceedwith submittinga job, uploadanothertar file,
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Figure3: PBSWeb: UploadTarFile andMake

or returnto themainpage.

PBS(andsimilarsystems)allow theuserto controlthejob usinga job scriptmodel.Therefore,theusermayenter

thecommandsfor thescript in theExecution Commands text field (Figure4). For eachapplication(i.e., tar file)

thathasbeenuploaded,PBSWeb remembersthe recentlyexecutedcommandsso that theuserdoesnot alwayshave

to reproduceanddebugcomplicatedsequencesof operations.If theapplicationhasalreadybeenexecutedusingPBS,

thentheprevious job scriptscanalsobeselectedvia the list of Job names. Theremainingfieldsof theWebpage

dynamicallychangeto reflecttheparametersof theselectedjob (Figure4).

Whethercomposinga new job script or modifying a previous job script, the useris free to selectamongany of

the valid parametersto PBS.For parameterswith only a few valid options,radiobuttonsareused,asshown for the

job queueoptionsof Default, Sequential, andParallel (Figure4). Therefore,the userdoesnot have to

memorizeall of thevalid optionsfor, say, thejob queue.

More complicatedparametersthatcannotbeselectedfrom a menu,suchastheemailaddressto notify uponjob

completion,are enteredusing text fields. Whenever possible,the text fields are initially filled in with reasonable

defaultvaluesor valuesprovidedby theuserin thepast.

Parameterswith many possibleoptions,suchastheNumber of processors to use for the job, arese-

lectableusinga pop-upmenu.Thegoal is to reducetheneedto memorizewhatparametervaluesarevalid andwhat

valuesaregoodchoicesfor defaultsata givenRP.
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Figure4: PBSWeb: PBSJobSubmissionandScript

Figure5: PBSWeb: JobSubmitted
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Figure6: PBSWeb: QueueStatus

Whenthe job scriptparametershave beenfinalized,theuserclicks theSubmit Job buttonandPBSWeb calls

thepropercommand(i.e.,qsub) with thepropercommand-lineargumentsandjob script(Figure5).

Again,excludingsituationswherecompilesfail or jobsterminateunderabnormalconditions,it is possiblefor an

authorizeduserto upload,configure,andsubmit jobs to PBSwithout ever loggingonto the RP’s system.Also, the

usercancheckthestatusof jobsin thePBSqueuesusingthePBSWebinterface(Figure6).

Furthermore,with a properly designedmakefile (which is, admittedly, non-trivial), it is possiblefor a userto

utilize thesamePBSWebinterfaceandtar file to run jobson, say, theMACI SGI Origins in Edmontonor theMACI

AlphaClusterin Calgary. In thefuture,thePBSWebinterfacewill beableto monitorthemachineloadsin Edmonton

andCalgaryandautomatically(with the user’s permission)run a message-passingjob on eitherthe SGI or cluster,

dependingonwhicheverwill give thefastestturnaroundtime.
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3 Implementation of PBSWeb

A Web-basedapproachwastaken in designingthe PBSWeb interfacebecauseWeb browsersarepervasive andare

a consistentandplatform-independentway of interfacingwith PBS.Thefirst implementationof PBSWeb [7] wasa

proof-of-conceptprototype.We quickly recognizedsignificantlimitationsin PBSWebandre-implementedtheentire

systemto addressissuesin securityandjob historymanagement.

3.1 Components of PBSWeb

PBSWeb is composedof several components:a secureWeb server (i.e., Apachewith SecureSocket Layer (SSL) ),

a server-sidescriptingsystem(i.e., PHP),a databasesystem(i.e., PostgreSQL),PHPscripts,andPBSservers.Also,

secureshells(ssh) andsecurecopies(scp) areusedto executecommandsandtransferdataon behalfof the user.

Thesecomponentshavebeenintegratedsuchthatthey work togetherasasystem.

Web server: The role of the Web server is to ensureubiquitousaccessto the system.The Web-server is PHP-

enabledthrougha modulein Apache.At theserver, theWebpagesarestoredasPHPscripts.Beforebeingpassedon

to theuser’s browser, thePHPis processedon theserver into a HTML documentwith embeddedJavaScript.Within

PHPscripts,thejob historyis accessedandotherdynamiccontentcanbegenerated.PHPis a betterchoicethanCGI

(ourprevioustechnology)becauseit is moreflexible andpowerful, especiallywhencombinedwith a DBMS.

Database: Thedatabasesystemrecordsall theactionsperformedby theuser. In particular, all useraccesses,file

uploads,job submissionsanduserpreferencesaresavedin thedatabase.

In additionto historyinformation,thedatabaseholdsinformationabouttheusers,suchasusernameandpassword.

Also, thedatabasecontainsPBShost(i.e., resourceprovider) configurationinformation.This allows maximumflex-

ibility for administrationpurposes.Adding a new userto thesystemis equivalentto addingsomenew entriesin the

databasetables.Adding new machinesthatprovide PBSserviceis just aseasy. SincethedynamicHTML pagesare

generatedbasedon thedatabase,thePHPscriptsdo not changeasusersandRPsareaddedto thesystem.

Databaseaccessis donein a persistentmanner;connectionsarekeptopenacrossa sessionuntil explicitly closed.

This featuredecreasesoverall responsetime by nothaving to repeatedlyopenandcloseconnectionsto thedatabase.

Usinga realDBMS is a significantimprovementover thepreviousversionwhich usedthefilesystemto storeits
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data.Issuessuchassynchronization,file structures,andvalidationarenow automaticallytakencareof by theDBMS.

In addition,it is now possibleto keeptheinformationin oneplaceandaccessit consistently.

PHP Scripts: Thechoiceof PHPasourserver-sidescriptinglanguageis basedonits versatilityfor Webprogram-

ming. PHPcandowhatwaspreviouslyaccomplishedusingPerl. In addition,PHPoffersseamlessaccessto Web-state

information.Also, PHPcodeis embeddedinto theHTML pages(asaserver-sideinclude(SSI))whichhelpsorganize

andmodularizePHPprogramsandrelatedHTML documents.

The files areorganizedinto categories. Somefiles areresponsiblefor HTML pagegeneration,othersrepresent

librariesof functions. For example,all databaseaccessis modularizedin onefile. Also, thereis a category of files

thathold configurationdatafor thewholesystem.Systempathsconstituteanexampleof whatkind of configuration

informationis storedin thesefiles.

PBS Server: TheWebserver andthePBSserver areseparate;theWebserver doesnot needto run on thesame

machineas the PBSserver. WhenPBSWeb needsto invoke a PBSexecutableto, for example,submita job (i.e.,

qsub) or checka queue(i.e.,qstat), thePBSWebserverstartsassh secureshellon thePBShostundertheuser’s

accountname.

PBSWeb is layeredon top of theexisting PBSinstallationanddoesnot changeit in any way. Consequently, we

claim thatPBSWebcouldbeeasilyportedto otherbatchschedulersystems.

3.2 Handling User Data

As statedabove, all PBSWeb configurationinformationresidesin PHPconfigurationfiles andin the database.One

particularconfigurationparameteris thedirectorynameusedfor uploadingfiles,whichdefaultstopbsweb. Although

PBSWeb keepsa historyof theuser’s job scripts,theactualexecutables,sourcecode,job output,andinput dataare

storedin the user’s own accountunderthe pbsweb directory. This directory will be presentin the user’s home

directoryin eachhosttheuserwantsto accessthroughPBSWeb.

Login and Authentication: At login time, the username/password combinationis checked againstthe values

storedin thePBSWebdatabase.Thisusernameandpassword is differentfrom any username/passwordusedto access

theHPCsystemsthemselves,which is a smallbut notablesecurityadvantage.1 If they match,a uniquesessionkey is

1Specifically, PBSWebdoesnot have to know any username/password informationfor thecomputeraccounts.
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generatedfrom a combinationof theusernameandcurrenttime. This ensuresthatdifferentsimultaneousaccessesof

thesameusername,suchastwo scientistsusingthesameaccount,arehandledproperly.

The valueof the sessionkey is saved in the database.The sessionkey is the value that will bind togetherall

subsequentfile andjob submissions;it is possibleto traceeveryuseractionto theoriginal sessionin which theaction

tookplace.

Besidesthelogin script,otherPHPscriptsarederivedfrom a commontemplatethathandlesauthentication.The

authenticationis basedonthesessionkey; its valueis passedfrom pageto page.If thevalueof thesessionkey is found

in thedatabaseandmarkedasunexpired,thenit is a valid sessionkey andthepageis authenticated.Throughtheuse

of this mechanismweensurethatthescriptson thePBSWebsitecanonly beaccessedif properlyauthenticated.

User Account Access: Accessto the PBSWeb user’s accountandhomedirectoryat the RP is achieved using

secureshell (ssh). Beforea usercreatesa PBSWeb account,theusermustaddPBSWeb’s ssh public identity key

to his or herauthorized keys file in orderto givePBSWebhomedirectoryaccess.Thepublic key is suppliedon

PBSWeb’s accountcreationpage.PBSWebis thusgivencompleteaccessto theuser’saccount.Similarly, PBSWebis

alsoableto usesecurecopy (scp) to transferdataandsourcecodeto theuser’saccount(i.e., into directorypbsweb).

Admittedly, giving PBSWebcompleteaccessto one’s accountis not ideal. However, we feel that thessh-based

solutionis betterthansimply providing PBSWeb with the user’s actualpassword. First, not storingthe user’s HPC

system’s password within PBSWebeliminatesonepossiblesecurityattack.Second,it is easierfor theuserto revoke

PBSWeb’s ability to accessthe account. The usercan simply commentout the relevant identity in the autho-

rized keys file insteadof changingthepassword or trying to removeit from PBSWeb’s database.Third, PBSWeb

inheritsall of theencryptionandauthenticationbenefitsof thesecureshellwithout reinventingthewheelor requiring

superuseraccessatdifferentRPs.

In the future,we hopeto developa systemthat is analogousto sudo to give PBSWeb constrainedaccessto the

user’saccount.

Security Overview: As alreadydiscussed,therearethreeimportantcomponentsto PBSWeb’s approachto secu-

rity. First, thereis passwordprotectionto accessPBSWebitself. Thekey is difficult to sessionforgeandit is neversent

acrossthenetwork in unencryptedform. Second,SSL is usedbetweenthebrowserandtheApacheserver to protect

sensitive informationanddata,suchaspasswordsandthesessionkey. Third, secureshellandsecurecopy protectdata
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transfersandinformationbetweenthePBSWebserverandtheHPCsystem.

4 Related Work

Therearea numberof metacomputingresearchprojectsandsystems,includingLegion [6], Globus[5], Albatross[2],

andNimrod/G[3]. BakerandFox survey someof theprojectsandissues[1].

Ourprojecttargetsahigher-levelof abstractionthanmostof thecurrentprojects.For example,wearenotaddress-

ing theissueof how to useheterogeneousanddistributedresourceswithin asingleparalleljob. Theserun-timesystem

issuesarelow-level problems.Instead,we focuson the issuesof transparentdatasharingandco-ordinationbetween

thejobsandsites.We feel thata high-level approachfocusesthescopeof thetechnicalchallengesandmoredirectly

addressesend-to-endissuesof reliability andtransparency. It is easierto adaptto missingdata,network outages,and

overloadedcomputersif a workflow of jobs spansmultiple sites,insteadif a monolithic parallel job spansmultiple

sites.Notably, Nimrod/G[3] sharesthesehigh-level designgoalsandsupportsa computationaleconomyapproachto

resourcesharing.

Wealsofeel thatahigh-levelapproachis betterableto exploit existingtechnologiesandinfrastructureandproduce

a usablesystem.Althoughsomecomponentsof a workflow infrastructurealreadyexist in theform of distributedfile

systems(e.g.,AFS) andbatchschedulers(e.g.,PBS,LSF), they arenot well integratednor transparent.Settingup a

distributedfile systemacrossmany sitesleadsto a varietyof problemswith configurationandadministration,thusit

maynot alwaysbepossible.Political andhumanfactorsin co-ordinatingmultiple sitesmustalsobeaddressedwith

flexible andcustomizablepoliciesin the workflow manager. However, if somesitessharean AFS file system,that

canbe exploited by having the file systemperformthat datatransfersunderthe control of the workflow manager.

Similarly, batchschedulershavemadegreatprogressin schedulingindividual jobs,but they arenotdesignedto handle

computationaltasksrequiringa sequenceof jobs on differentcomputingplatformsandat differentsites. Thereare

researchissueswith respectto efficient global schedulingof tasksacrossa numberof distributedcomputingsites,

which wouldbeanextensionof existingwork in optimizedbatchscheduling.
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5 Concluding Remarks

In practice,effectivehigh-performancecomputingandmetacomputingrequiresapropersoftwareinfrastructure.Cur-

rently, too many manualanderror-pronestepsarerequiredto useHPCcomputingresources,whetherwithin oneRP

or acrossmultiple RPs.

Somethingassimpleassubmittinga job to a batchschedulerrequirestheuserto write a job controlscript,define

severalenvironmentvariables,andcall the right programwith the right command-lineparameters.Resourcesched-

ulers,suchasthePortableBatchSystem,arepowerful andnecessarysystems,but we feel that the learningcurve is

too high. We alsofeel that the systemshouldautomaticallymanagejob control scriptsso that it is easyto modify

previouscontrolscriptsfor new runs.

Towardsthesegoals,we aredevelopingan interfaceto PBScalledPBSWeb. It is an on-goingprojectandthere

remainsagreatdealof work to bedone;wehavebeenimproving thesystemsincethefirst prototypewasimplemented.

To addressissueswith securityandmanagingtheuser’s job history, wecompletelyre-implementedPBSWebto (1) use

secureandencryptedchannelsbetweenthebrowser, PBSWeb,andtheRP(i.e., SSL,securecopy, andsecureshell),

(2) usea relationalDBMS to storethe user’s history, and(3) to managesessionkeys andprovide dynamiccontent

basedon theuser’ssessioncontext.

In thefuture,thebasicarchitectureandmodelof PBSWebwill beextendedto supporttheautomaticselectionof

computingresourcesandtheco-ordinationof computationsthatspanmultiple computingcenters.

Availability

PBSWeb is currentlyundergoingtestingwith MACI users.We planon makingtheentiresystemavailablein the

nearfuture.Pleasecontactpaullu@cs.ualberta.ca for furtherinformationat this time.
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